Why choose SDS Manager
How to set up Single Sign-On (SSO) with Okta for SDS Manager

Overview

This guide creates a SAML 2.0 app integration in Okta and connects it to SDS Manager -
Inventory.

Prerequisites

¢ You have Okta Admin access.
* You have SDS Manager admin access to configure SSO in SDS Manager.

A) Configure Okta (Identity Provider)
1) Create a new SAML app integration

1. In Okta Admin Console go to Applications » Applications -» Create App Integration.
2. Choose SAML 2.0.
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Create a new app integration

Sign-in method OIDC - OpenlD Connect
Learn More C2 Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration

with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for 550. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APls using the scoped QAuth 2.0 access tokens for
machine-to-machine authentication.

2) General Settings

1. Enter an App name (optionally upload a logo).
2. Click Next.

# Create SAML Integration

o General Settings

1 General Settings

Enter the application name here (e.g. SDS Manager)

App name
App logo (optional) |E] ‘?]
App visibility Do not display application icon to users

3) Configure SAML (initial pass)

* Single sign-on URL: https://inventory.sdsmanager.com/saml|2_auth/acs/
e Audience URI (SP Entity ID): temporary value (you will update this after Okta generates
the App ID)
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e Default RelayState: http://inventory.sdsmanager.com/sso-login/
e Name ID format: EmailAddress
e Application username: Email (usually)

Click Next.

= Edit SAML Integration

o Configure SAML

A SAML Settings
What does this form do?

. ) This form generates the XML needed
We found some errors. Please review the form and make corrections.

for the app's SAML request.

General Where do | find the Info this form

needs?

Single sign-on URL @ i
https://inventory.sdsmanager.com/sam|2_auth/acs/ The app you're trying to integrate with

@ Use this for Recipient URL and Destination URL should have its own documentation on

using SAML. You'll need to find that

Audience URI (SP Entity ID) @ spn:exk10gdvzhvZoeyl2698 doe, and it should outline what

information you need to specify in this

form.
Default RelayState @ http://inventory.sdsmanager.com/sso-login/

If no value is set, a blank RelayState is sent

Name ID format @

EmailAddress v
Application username @ Email .
Update application username on Create and update .

Show Advanced Settings

4) Feedback

e Select This is an internal app that we have created.
e Click Finish.
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#: Edit SAML Integration

e Feedback
3  Help Okta Support understand how you configured this application
Why are you asking me this?
X X X X X This form provides Okta Support with
The optional guestions below assist Okta Support in understanding your app
. . useful background information about
integration.

your app. Thank you for your help—we

appreciate it.
App type @ @ Thisis aninternal app that we have created

| Previous | m

B) Get the Okta App ID and update the Audience URI
5) Copy the Okta App ID from Metadata URL
1. Open the new app in Okta.
2. Go to Sign On and find Metadata URL (or “View SAML setup instructions”).
3. Copy the ID between /app/ and /sso/.

Example Metadata URL:

e https:///app/exk10gdvzhvZbcyl2698/sso/saml/metadata
e App ID = exkl0gdvzhvZbcyl2698
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SDS Manager

‘ Active v

©

‘ L ‘ View Logs Monitor Imports

General Sign On Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3" party application.
Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State http://inventory.sdsmanager.com/sso-login/

Metadata detalls

Metadata URL https:/ftrial-
1543710.0kta.com/app/exk10gdvzhvZbeyl2698/ss0/s

aml/metadata

Es Copy

©® More details

6) Update Audience URI (SP Entity ID)

About

SAML 2.0 streamlines the end user
experience by not requiring the user
to know their credentials. Users
cannot edit their credentials when
SAML 2.0 is configured for this
application. Additional configuration in
the 3rd party application may be
required to complete the integration
with Okta.

Application Username

Choose a format to use as the default
username value when assigning the
application to users.

If you select None you will be
prompted to enter the username
manually when assigning an
application with password or profile
push provisioning features.

SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an ldP.

1. Go to General » SAML Settings — Edit (or Sign On - Edit SAML settings).

2. Continue to Configure SAML.
3. Set:

e Audience URI (SP Entity ID): spn:
Example:
* spn:exk10gdvzhvZbcyl2698

Save.
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SDS Manager

©

‘ Active v % | ViewLogs Monitor Imports
General Sign On Import Assignments
General Settings
z Edit

App Settings Al fields are required unless marked
optional. Some fields may no longer

Application label SDS Manager be editable.

Application visibility Do not display application icon to users Do Rremisos Brovisioning
On-premises provisioning allows you

Provisioning None to provision users to your on-premises
applications.

On-Premises Provisioning PP
SCIM

Auto-launch Auto-launch the app when user signs into Okta.

Application notes for end users

Application notes for admins

SAML Settings s

GENERAL

Single Sign On URL https://inventory.sdsmanager.com/saml2_auth/acs/

Recipient URL https://inventory.sdsmanaaer.com/saml2_auth/acs/
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=;Edit SAML Integration

e Configure SAML

A SAML Settings

General

Single sign-on URL @ https://inventory.sdsmanager.com/saml2_auth/acs/

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ spn:exk10gdvzhvZbeyl2698

Default RelayState @ http:/finventory.sdsmanager.com/sso-login/

If no value is set, a blank RelayState is sent

Name ID format @

EmailAddress N
Application username @ Email v
Update application username on Create and update v

Show Advanced Settings

C) Add attribute statements (required)

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
form.

In the app’s SAML settings, add these Attribute Statements:

e emailAddress = user.profile.email

Save.

Attribute statements

Learn more about configuring attribute statements 3

Add expression

Name Expression

emailAddress user.profile.email

Show legacy configuration
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Add expression

Name

emailAddress

Expression

user.profile.email

D) Configure SDS Manager

In SDS Manager - Settings — Single Sign-On (SS0), enter the IdP details from Okta (Issuer/SSO
URL/Certificate) and save.

Single Sign-On (SSO) ~

Single Sign-on Configuration for SDS Manager @ Help

Federation metadata document*

https://trial-1543710.0kta.com/app/exkl0gdvzhvZbeyl|2698/sso/saml/metadat: Q

Application (client) 1ID*

exk10gdvzhvZbcyl2698 8

Emnail attribute mapping *

emailAddress

S50 attribute name that maps to the user email (e.g., "emailAddress”, "ermnail’, etc.)
S50 Login URL

...................................................................... o 0

. Enable for users
I Automatically create new users with role:

Test

E) Add the SDS Manager embed link to the Okta app

Go to Okta - Applications —» Applications - General » SAML Settings, then enter the SSO
Login URL you received from the SDSPManaBQ/egapp into the Default Relay State field.
age
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® 30 days leftin your trial. Contact us to extend or purchase a plan.

$%  okta [a

- Admin Console <
il Edit
@ Dashboard . SAML Settings
+
[@ Directory v GENERAL
]
- # Customizations v Single Sign On URL https:/finventory.sdsmanager.com/saml2_auth/acs/
Applications Recipient URL https:/finventory.sdsmanager.com/saml2_auth/acs/
Applications Destination URL https:/finventory.sdsmanager.com/saml2_auth/acs/
Self Service Audience Restriction spn:exk1TnyOvmhiCels5698
API Service Integrations Default Relay State https:/finventory.sdsmanager.com/sso/login?
-exk11InyOvmhiCels5698
O Security v
Name ID Format EmailAddress
& Workflow v
Response Signed
4 Reports v
Assertion Signature Signed
@ Settings v
Signature Algorithm RSA_SHA256

Unique solution ID: #5105

Last update: 2026-04-06 10:50
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