Why choose SDS Manager
How to set up Single Sign-On (SSO) with Microsoft Azure?

1. On the Microsoft Azure Dashboard, select Enterprise applications.

[

Welcome to Azure!

Don't have a subscription? Check out the following options.

Y

Start with an Azure free trial Manage Microsoft Entra ID Azure for Students
Get $200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Microsoft Entra ID. for Teaching after you verify your academic status.

i ‘q — —

oo m a—
» o _ & = o —
Create a Enterprise Azure Al Kubernetes Wirtual App Services Storage SQL databases More services
resource applications Foundry services machines accounts

Resources

Recent  Favorite

Name Type Last Viewed

No resources have been viewed recently

2. On this page, create your own application by selecting "Integrate any other application you
don't find in the gallery (Non-gallery)", then enter the name of your application and click
Create.
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Why choose SDS Manager

Microsoft Azure O Search resources, services, and docs (G+/) I O Copilot htran @MinhCom,
N COMPANY (MINHCOMPA.
Home > Enterprise applications | All applications > Create your own application x
Browse Microsoft Entra Gallery
1 A7 Got feedback?
Create your own application ]l 2 Got feedback?
If you are developing your own application, using Application Proxy, or want to integrate an
usands of apps that make it easy to deploy and configure single sign-on (SS0) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebu  application that is not in the gallery, you can create your own application here
application here fyou are warting to pubish an applicaion you have developed into the Microsoft Enira Galley for other organizations to discover and use, you can il a eduest sing the process described 1 this aricle
What's the name of your app?
A Search application Single Sign-on : All User Account Management : All Categories : All [ 505 Manager] v
Cloud platforms What are you looking to do with your application?
) configure Application Proxy for secure remote access to an an-premises application
Amazon Web Services (AWS) Google Cloud Platform Oracle 2 O Register an application to integrate with Microsoft Entra ID (App you're developing)

(®) Integrate any other application you don't find in the gallery (Non-gallery)
We found the following applications that may match your entry
aWS w We recormend using gallery applications when possible,

@ D Manager
Google Cloud

@ NetCloud Manager

8 ProNovos Ops Manager
On-premises applications

) o - . e o e E Sales Manager Remix
Add an on-premises application Learn about Application Proxy On-premises application provisioning

Leam how to use Application Proxy to provide secure remote access
to your on-premises appiications.

Configure Microsoft Entra application proxy to enable secure remote

Automate creating, updating, and delefing users in 2ppiications on-
access.

rin 2 virtual machine. @ sPS|Production Manager

D rfederated 550 @ Provisioning

Featured applications

Adobe Identity Atlassian Cloud AWS Single-Account Box
‘ Management (SAML) Atiassian

AWS  Acces = 3
powin >0 St — 2 | cere |
-

3. For the Single Sign-On settings, choose SAML.
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Microsoft Azure

Why choose SDS Manager

azure.com

A& Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery >

Enterprise Application

i Overview
] Deployment Plan
/< Diagnose and solve problems
' Manage
1! Properties
b Owners

4. Roles and administrators

& Application proxy

C Self-service
Custom security attributes

' Security

¥ Conditional Access

E Permissions

Q) Token encryption
o Activity

3 Sign-in logs

@l Usage & insights

B Audit logs

M Provisioning logs

“= Access reviews

- Troibleshooting + Subnort
portal.azure.com/#view/Microsoft_AAD_IAM/ManagedAppMenuBlade/~/SignOn/appld/7c90373d-e370-429b-93c6-956dc3f 1 bfe2/object|d/3652958a-f476-4d32-8c8d-0219e3cf92bb

SDS Manager | Overview

Properties
Mame (D)
| SDS Manager [l |
Application ID ©

| 7c90373d-€370-429b-93¢6- ... I |

ObjectID @
| 36529582-1476-4d32-8¢80-0... I |

Getting Started

1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

c 5. Self service

Enable users to request access to the
application using their Microsoft Entra
credentials

Get started

What's New

Sign in charts have moved!

—3 2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

The new Insights view shows sign in info along with other useful application data. View insights

Delete Application has moved to Properties
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You can now delete your application from the Prop

erties page. View
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Microsoft Azure

Why choose SDS Manager

0 search resources, services, and docs (G+/)

I o copilot

minhtran@MinhComp:
nH

COMPANY (MINHCOMPA_ &

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > SDS Manager

ES) SDS Manager | Single sign-on

Enterprise Application

Overview

Deployment Plan

X

Diagnose and solve problems

' Manage

Properties

& Owners

&, Roles and administrators
2 Users and groups

29 Single sign-on

® Provisioning

£ application proxy
C Self-service

Custom security attributes

<

Security
¥ Conditional Access

Permissions

@ Token encryption

~ Activity

2D sign-in logs

Usage & insights
@ Auditlogs

& Provisioning logs

Access reviews

~ Traubleshaoting + Sunnart

Adtor remov favorites by preseing CErLeShFEAE

single sign-on (SSO) adds security and when to applicati Microsoft Entra ID by enabling a user in
your arganization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Leam more

Select a single sign-on method  Help me decide

® Disabled {3 SAML
Single sign-on is not enabled. The user Rich and secure authentication to

won't be able to launch the app from applications using the SAML (Security
My Apps. Assertion Markup Language) protocol.

Password-based (@ Linked
Password storage and replay using a Link to an application in My Apps and/
web browser extension or mabile app. or Office 365 application launcher.

4. Edit the Basic SAML configuration by entering:

e Identifier (Entity ID): https://inventory.sdsmanager.com/saml2_auth/acs/

¢ Reply URL (Assertion Consumer Service URL):
https://inventory.sdsmanager.com/saml|2_auth/acs/

Al e e e

Home > SDS Manager

Enterprise Application

B overview

B

Deployment Plan

x

Diagnose and solve problems
' Manage

111 properties

& Owners

s Roles and administrators

& users and groups

D single sign-on

> Provisioning
B Application proxy

€ self-service

Security
® Conditional Access

Permissions

@ Token encryption

<

Activity

D sign-in logs

fifl Usage & insights
E Auditlogs

& Provisioning logs
#= Access reviews

~ Troublachaating + Sunnort

SDS Manager | SAML-based Sign-on

Add or remove favories by pressing CerLhifesF

ihtran@MinhComp:

INH COMPANY (MINHCOMPA.

Upload metadata file *? Change single sign-on mode &’ Got feedback?

Set up Single Sign-On with SAML
An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Leam

Read the configura

n quide 7 for help integrating SDS Manager.

o ——— |
Basic SAML Configuration 1 2 et
Identifier (Entity 10) Required
Reply URL (Assertion Consumer Service URL)  Required
Sign on URL ptio
Relay State (Optional)
Logout Ul (Optional)
(2] Attributes & Claims
A\ Fill out required fields in Step 1
givenname usergivenname
sumame usersumame
emailaddress user.mail
name user.userprincipainame
Unique User Identifier useruserprincipainame
© SAML Certificates
Token signing certificate 2 et
Status Active
Thumbprint 3EB54A7A2ACB3AF993CBBA3D1BDOSEICTC288389

Expiration 3/20/2030, 7:05:02 AM
Notification Email minhtran@MinhCompany650.onmicrosaft.com

App Federation Metadata Url P bb71-c2d7 ...

Certificate (Base64)
Certificate (Raw)

Basic SAML Configuration X

B R

Identifier (Entity ID) * (
The unique ID that identifies your application to Microsoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The defoult identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

1«

https://inventory.sdsmanager.com/sami2_auth/acs/ ]

Add identifier

Reply URL (Assertion Consumer Service URL) * 2
The reply URL is where the application expects to receive the authentication token. This is also referred to as the Assertion
Consumer Service” (ACS) in SAML.

Index Default

https://inventory.sdsmanager.com/saml2_authy/acs/ IE ]

‘h

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
‘your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL

Relay State (Optional) ¢
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically @
URL or URL path that takes users to  specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used to send the SAML logout response back to the appilcation.

Enter a logout url

5. Finally, please provide the SDS Manager Team with the App Federation Metadata URL and
Application ID, so we can complete the setup for you.
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MINH COMPANY (MincOMPA_ W0

Home > Enterprise applications | All applications > SDS Manager Basic SAML Configuration x
SDS Manager | SAML-based Sign-on

Enterprise Application

A Got feedback?
Test this application | A7 Got feadback?

x Upload metadats file ) Change single sign-on mode Identifier (Entity ID)* ©

 Overview The unique ID that identifies your application to Microsoft Entra ID. This vaiue must be unique across all applications in your
. . [ 2 I Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.
[0 Deployment Plan ributes & Claims 2 et
Default
X Diagnose and solve problems givenname e givenname
 Manage sumame usersumame https://inventory.sdsmanager.com/sami2_auth/acs/ o) §

emailaddress Add identifier

Provide this one for SDS Manager

useruserprincipainame

{1l Properties name

Unique User Identifier
2 Owners . .
Reply URL (Assertion Consumer Service URL) * ©
The reply URL is where the application expects to receive the authentication token. This is also referred to as the ‘Assertion
Consumer Service” (ACS) in SAML

&, Roles and administrators 3
SAML Certificates
22 Users and groups

Token signing certificate

D single sign-on Index  Default
Status
& Provisioning Thumbprint -om/sam|2_auth/acs/ 1 o)
3 Expiration 3/20/2030, 7:05:02 AM -
Copy to clipboard Add reply
£ Application proxy Notification Email Missing cprto e dd reply URL
C Self-service App Federation Metadata Url https:/login.microsoftonline.com/38a2bb71-c2d7 ... nﬂ
. ~ Certificate (Base64) Sign on URL (Optional)
om secuity ait Certificate (Raw) —
ey Federation Metadsts XML onnlond Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
your application. This field is 'y if you want to perform P single sign-on.
% Conditional Access
Verification certificates (optional) 2 et Enter a sign on URL
i Permissions Required No
Active [
Token encryption " -
° tis Expired 0 Relay State (Optional) ¢
v Activity The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
D signeinlogs o URL or URL path that takes users to a specific location within the application.
Set up SDS Manager
il Usage & insights Enter a relay state
You'll need to configure the application to link with Microsoft Entra ID.
@ Audit logs —
Login URL [ httpsi//loginmicrosoftonline.com/38a2bb71-c2d7 .. [ | .
.
& Provisioning logs Microsoft Entra Identifier [ https:y/stswindows = Yy Logout Url {Optional)
= This URL s used to send the SAML logout response back to the application.
Access reviews Logout URL [ httpsi//ioginmicrosoftonline.com/38a2bb71-c2d7 .. [ |

~ Troublachooting + Sunnort Enter a logout url

Add or remove foverites by pressing Cerl+Shife+F

Microsoft Azure P Search resources, services, and docs (G+/) I D Copilot .

Home > Enterprise applications | All applications > SDS Manager

[ SDS Manager | Properties

Enterprise Application

. o P ca [ Delete &7 Got feedback?

8 Overvie View and manage application settings for your organization. Editing properties like display information, user sign-in
settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application
Deploymght Plan Administrator roles. Learn more.
X Diagnosdibnd solve problems If this application resides in your tenant, you can manage additional properties on the application registration.
»  Manag —
Enabled for users to sign-in? @ Yes No )
{I' Pproperties
Name* @ SDS Manager |
& Owners
&. Roles and administrators Homepage URL O https://account irectory.wind com:444/applications/de... [y |

& Users and groups Logo ©
2 single sign-on

@ Provisioning

£ Application proxy

€ self-service User access URL ©

https://launcher.myapps.microsoft.com/api/signin/dc680d0d-e12a-45

Provide this one

Application ID @ dc680d0d-e12a-453c-8344-11bb835%e5f4 D |

v Seauity for SDS Manager
ObjectiD © 7e080571-aefa-4459-80d7-f6475b650985 D
& Conditional Access
& Permissions Terms of Service ud © Publisher did not provide this information D |
@ Token encryption Privacy Statement Url ( Publisher did not provide this information D |
v Activity Reply URL O https://inventory.sdsmanager.com/saml2_auth/acs/ D |
2 sign-in logs
Assignment required? Yes No )

fidl Usage & insights

g Audth Visible to users? (O No )
udit togs .
M Provisioning logs Notes

Z= Access reviews

~_Troubleshaoting + Sunoort

6. After you provide us with the App Federation Metadata URL and Application ID, SDS Manager
will give you a quick-access link to add in this field below. After that, you can log in with a single click
whenever you want.
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Why choose SDS Manager

Home > Minh Company | Enterprise applications > Enterprise applications | All applications > SDS Manager

SDS Manager | SAML-based Sign-on

Enterprise Application

2 Overview

Deployment Plan

X

Diagnose and solve problems

<

Manage
{1 properties

2 Owners

&, Roles and administrators
25 Users and groups

D single sign-on

® Pprovisioning

£ application proxy

© Self-service

~ Security
& Conditional Access
% Permissions
@ Token encryption
~ Activity

2 sign-in logs

i Usage & insights.
& Auditlogs

& Provisioning logs
¥ Aceess reviews

\ Trauhlechonfina + Sunnart

Ad or remove faverites by pressing CtrL+ShiftaF

Then you can access it via https://myapps.microsoft.com.

7 Upload metadata file

more.

) change single sign-on mode

A7 Gotfeedback?

Test this application

Read the configuration guide o for help integrating SDS Manager.

(1]

Basic SAML Configuration

Identifier Entity ID)

Reply URL (Assertion Consumer Service URL)
sign on URL

Relay State (Optional)

Logout Ul (Optional)

Attributes & Claims

givenname
surname
emailaddress

name

Unique User Identifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url
Certificate (Base64)
Certificate (Raw)

Federation Metadata XML

Verification certificates (optional)
Required

Active

Expired

https://inventory.sdsmanager.com/saml2_auth/acs/
https://inventory.sdsmanager.com/saml2_auth/acs/
optional

usergivenname
Usersumame
user.mail
useruserprincipalname
useruserpringipalname

Active
FC4645246693 56EF 8C5272022A41F84771F2EBDA
8/28/2028, 22423 PM

Missing

https://loginmicrosoftonline.com/38a2bb71-c2d7 .. [

Download

°

& edit

&£ Edit

£ Edit

&£ Edit

Basic SAML Configuration

& Got feedback?

Identifier (Entity ID) * ¢
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

https://inventory.scsmanager.com/saml2_auth/acs/

Add identifier

Reply URL (Assertion Consumer Service URL) * (
The reply URL s where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service” (ACS) in SAML

Index Default

https://inventory.sdsmanager.com/sami2_auth/acs/ 1

Add reply URL

Sign on URL (Optional)
Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

[ Entera relay state

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url

Unique solution ID: #4846

Author: n/a
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